Mini Bulletin XRX15T Xerox R

Phaser 6700
R15-05 SPAR Release 081.140.105.14200

Release Date: May 2015 Version 1.0

Software Release Details
If your software is higher or equal to the versions listed below no action is needed.
Otherwise, please review this bulletin and consider taking actions as suggested.

Component Version
System Software 081.140.105.14200
Purpose

This Bulletin is ONLY intended for the specific security problem(s) identified below. The
problem(s) identified are rated with a criticality level of IMPORTANT

¢ Includes fix for FREAK Vulnerability In OpenSSL (CVE-2015-0204)

¢ Includes Software Security Vulnerability CVE-2015-0235 Linux based glibc (Ghost)
Vulnerability fix

¢ Includes PHP Source Code Disclosure Vulnerability fix

¢ Includes Admin Section Must Require Authentication Vulnerability fix

¢ Includes SSL Cookie Not Used Vulnerability Fix

¢ Includes Password Field Auto Complete Vulnerability fix

¢ Includes Apache Status Module Vulnerability fix

Installation Notes

Firmware Release File

| Release Install File | 081.140.105.14200 or greater |

The SPAR Software and Installation Instructions are located here:
http://www.support.xerox.com/support/ all-products/file-download/enus.html?contentld=131502

Save the file to a convenient location on your workstation. Unzip the file if necessary

© 2015 Xerox Corporation. All rights reserved. XEROX® and XEROX and Design®, ColorQube®, and WorkCentre® are
trademarks of Xerox Corporation in the United States and/or other countries.
Technical Support Operations
Page 1 of 1


http://www.support.xerox.com/support/_all-products/file-download/enus.html?contentId=131502

