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WorkCentre 5735/5740/5745/5755

5765/5775/5790
SPAR Release 061.132.226.28000

Bulletin Date: Oct 17, 2016

Purpose

This Bulletin is intended ONLY for the specific security problems identified below. The problems
identified has been rated a criticality level of IMPORTANT. This release includes OpenSSL 0.9.8zg.

Includes fix for:

e CVE-2015-3196 -- ssl/s3_clint.c, when used for a multi-threaded client, writes the PSK identity hint
to an incorrect data structure, which allows remote servers to cause a denial of service.

e CVE-2015-3196 -- The TLS protocol 1.2 and earlier, when a DHE_EXPORT ciphersuite is
enabled on a server but not on a client, does not properly convey a DHE_EXPORT choice, which
allows man-in-the-middle attackers to conduct cipher-downgrade attacks, aka the "Logjam" issue.

e CVE-2016-0778 -- The (1) roaming_read and (2) roaming_write functions in roaming_common.c
in the client, when certain proxy and forward options are enabled, do not properly maintain
connection file descriptors, which allows remote servers to cause a denial of service (heap-based
buffer overflow) or possibly have unspecified other impact.

Software Release Details
If your software is higher or equal to the versions listed below no action is needed.
Otherwise, please review this bulletin and consider installation of this version.

Model WorkCentre
57xx
Firmware version 061.132.226.28000

Link to Software Release Available here (see Note)

Link to Installation
Instructions

Save the file to a convenient location on your workstation. Unzip the file if necessary.

Available here

NOTE:
The SPAR Software is located here: https://www.xrxgsn.com/admin/user/spar_release.ihtml.
The SPAR Release code is: WC57xxSpar
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