Mini Bulletin XRX19K

Xerox® Phaser® 7800
SPAR Release 081.150.109.12600

Bulletin Date: June 5, 2019

Purpose
This Bulletin is intended ONLY for the specific security problems identified below. The problems identified have
been rated a criticality level of IMPORTANT.

Includes fixes for the following vulnerability:
¢ Remote Command Execution vulnerability

Acknowledgement
Xerox would like to thank Raphaél Rigo from the AIRBUS Security Lab for informing us of this vulnerability.

Software Release Details
If your software is higher or equal to the versions listed below no action is needed.
Otherwise, please review this bulletin and consider installation of this version.

Model Phaser 6700

System SW version | 081.150.109.12600

Link to SW update &
Install Inst

Available here

Unzip the file to a known location on your workstation/computer.

Note:

This Release is a “Signed DLM” and requires a “Bridge Upgrade DLM” for Older Un-Signed versions of Phaser
7800 code. If the Phaser 7800 contains System Software xxx.xxx.xx4.16101 or lower, then the “Bridge
Upgrade DLM” will need to be applied first. The Phaser 7800 “Bridge Upgrade DLM” is located at this link:
BRIDGE_UPGRADE_DLM.
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