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Purpose  

This Bulletin is intended ONLY for the specific security problems identified below. The problem identified has 
been rated a criticality level of IMPORTANT.  
 
Includes fix for the following vulnerabilities: 

• Wind River VxWorks TCP/IP Stack (IPNet) Vulnerabilities: CVE-2019-12257, CVE-2019-12255, CVE-

2019-12261, CVE-2019-12263, CVE-2019-12258, CVE-2019-12259, CVE-2019-12262, CVE-2019-12264, 

CVE-2019-12265 

 

Software Release Details 

If your software is higher or equal to the versions listed below no action is needed. 

Otherwise, please review this bulletin and consider installation of this version.   

 

Model Phaser 3610 WorkCentre 3615 

 System SW version 201911080642 201911080740 

Link to SW update   Available here  Available here 

Link to Install Instr Available here Available here 

 
Unzip the file to a known location on your workstation/computer. 

Mini Bulletin XRX17A 

WorkCentre® 3025/3215/3225 

Phaser® 3020/3052/3260  

SPAR Release 3.50.01.16 or .17 
Bulletin Date: Jan 31, 2017 

Mini Bulletin XRX19AO 
Xerox® Phaser® 3610 / Xerox® WorkCentre® 3615 
SPAR Release PL4-R3  
Bulletin Date: December 6, 2019 

 

https://www.support.xerox.com/support/workcentre-3615/file-download/enca.html?operatingSystem=win7x64&fileLanguage=en&contentId=146398&from=downloads&viewArchived=false
https://www.support.xerox.com/support/workcentre-3615/file-download/enca.html?operatingSystem=win7x64&fileLanguage=en&contentId=146396&from=downloads&viewArchived=false
http://download.support.xerox.com/pub/drivers/3610/firmware/win7/en_GB/Firmware_Installation_Instructions.pdf
http://download.support.xerox.com/pub/drivers/3610/firmware/win7/en_GB/Firmware_Installation_Instructions.pdf

