Xerox Security Bulletin XRX22-009

Xerox® VersaLink® B7125 / B7130 / B7135 Multifunction Printer
Xerox® VersaLink® C7120 / C7125 / C7130 Multifunction Printer
Xerox® PrimeLink® B9100 / B9110 / B9125 / B9136 with Integrated Server
Xerox® PrimeLink® C9065 / C9070 with Integrated Color Server

Potential RSA Key Generation Vulnerability

Bulletin Date: March 24, 2022

1.0 Background
The devices listed in this bulletin have a potential vulnerability in the cryptographic module used to generate

RSA keys. This vulnerability does not apply to devices whose RSA keys are generated while the system is in
FIPS 140 mode. The listed firmware in this bulletin and later versions do not have this potential vulnerability.

2.0 Applicability
The potential issue applies only to the following products:

Xerox® VersalLink® B7125 / B7130 / B7135 Multifunction Printer
Xerox® VersalLink® C7120 / C7125 / C7130 Multifunction Printer
Xerox® PrimeLink® B9100 / B9110 / B9125 / B9136 with Integrated Server
Xerox® PrimeLink® C9065 / C9070 with Integrated Color Server

3.0 Remediation Instructions

* Upgrade to the versions of firmware indicated in this bulletin.

« After installing this version, recreate “Self-Signed Certificates” or “Certificate Signing Request (CSR)” via
the device embedded web server.

+ Alternatively, on any version of firmware, enable FIPS 140 mode and then recreate “Self-Signed
Certificates” or “Certificate Signing Request (CSR)” via the device embedded web server.

Firmware Versions by Product

Corrective Version Link to Firmware Version

Xerox® VersalLink® B7125/B7130/ 59.14.01
B7135 Multifunction Printer 59.14.01

Xerox® VersaLink® C7120/C7125/
C7130 Multifunction Printer 69.14.01 69.14.01

Xerox® PrimeLink® B9100 / B9110 /
B9125 / B9136 with Integrated Server 90.20.91 90.20.91

Xerox® PrimeLink® C9065 / C9070 with
Integrated Color Server 85.21.01 85.21.01
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https://www.support.xerox.com/en-us/product/versalink-b7100-series/content/154928
https://www.support.xerox.com/en-us/product/versalink-c7100-series/content/154929
https://www.support.xerox.com/en-us/product/primelink-b9100-series/content/154806
https://www.support.xerox.com/en-us/product/primelink-c9065-c9070/content/154588

